o *
Children’s.

Hospitals and Clinics
of Minnesota

Mac OSX and Safari Guide for Secure Access

Table of Contents

INSTAllING JAVA weviiiiiiiee e
Java Security SETtINGS ..cuvvniei e,

Safari Security Settings .......oev i,

November 2014



X X
Children’s.

Installing Java
Hospitals and Clinics

of Minnesota

Java is a requirement for remote access. If you do not have Java installed, please install it through
www.java.com or through the App store by searching Java. Follow the guide below on how to install Java
directly through the website.

You can check if you have Java installed by going to your System Preferences and look under the “Other”

category. If Java is not listed, you will have to install Java. If you have Java previously installed already, you may
skip this step and move forward to the Java Security settings.

Open up Safari
Go to www.java.com and then click on “Free Java Download” on the main page.

Click on the red button that says “Agree and Start Free Download”.
(§ Safari File Edit View History Bookmarks Window Help

D Thul9:ls Q ©

‘@00 Download Java for Mac 0S X "

< | > | (2] [[/wwwjava.com ¢ Jige | (0]
& M H#E

#E  Apple Yahoo! Google Maps YouTube Wikipedia News ¥ Popular ¥

Download ~ Help

Help Resources

» Mac FAQ

Download Java for Mac OS X

Recommended Version 7 Update 45 (filesize: 50.6 MB)

Agree and Start Free
Download

Feedback

By downloading Java you acknowledge that you have read and
accepted the terms of the end user license aareement

When your Java installation completes, you may need to reload (Command+R) or quit (Command+Q)
your browser in order to enable Java in your browser.

» Installation Instructions
» System Requirements

Not the right operating system? See all Java downloads
Java software for your computer, or the

Run nt, Runtime, JRE,
in, Java plugin, Java add-on or Java

MOOCR BB R RO D

Runtime Environment, is also referrex

Runtime,

chine, Virtual Machine, Java
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4. Java will start to download. You would have to go to the upper right hand corner of Safari and click on
the down arrow icon to view the download and double-click the file when finished. (jre-xxx.dmg)

Downloads

jre-7ud5-macosx-x64.dmg

o) e—

15.3 o

0.6 MB — 41 seconds remaining

-7 jre-7ud45-macosx-x64-1.dmg
= [ 5.6 MB

—r| Jre-7u45-macosx-x64.dmg
= [ 5.6 ME

B Jing.dmg
I =] GS.9MB

5. Double click on the box icon when the Java installation comes up.

|| Java 7 Update 45

Java

Double-click on icon to install

-

Java 7 Update 45.pkg

ORACLE’

6. Click “Continue” and then “Install”.
Note: It may prompt you to put in there login credentials after clicking on install. This is your Name and
Password for your Apple/Mac account. Close when Complete.

800 & Install Java 7 Update 45 -] 800 ‘e Install Java 7 Update 45 a
Welcome to the Java 7 Update 45 Installer
,-'w Installer is trying to install new software. Type
® Introduction 8 Introd “ L your password to allow this.
@ Destination Select . © Destin; I—&
estination selec Java provides safe and secure access to the world of
@ Installation Type amazing Java content. From business solutions to @ Installz T - 1
S - helpful utilities and entertainment, Java makes your o nl Name: |Mountain Lion User
netaliaton internet experience come to life. NSt Password: | |
® Summary ® Summi -
( @ (Cance | [t Soware)
(_—-) -
S e
S S—
- -
———— —
ORACLE Go Back ORACLE | GoBack | Install
0noo & Install Java 7 Update 45 a 800 ‘@ Install Java 7 Update 45 &
Installing Java 7 Update 45 The installation was completed successfully.
© Introduction © Introduction
© Destination Select © Destination Select
© Installation Type © Installation Type
© Installation © Installation
S Running package scripts... © summary Install Succeeded
T
( ( Learn more about Java
< ( ) Install time remaining: About a minute = ( )
— S
S— e
-~ -—
— S
s ot ] o s o
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Java Security Settings

Important Note: Please close out all web browsers and make sure you are at your “Finder” view (Main Desktop).

® Finder File

Edit

View Go Window Help

1. Access “System Preferences”:

Click on “Go” then click on “Applications”. On the “Applications” window, locate and click on “System

[ Applications

| > ] Bl = | m w2~ [=~

Preferences”.
e 00
Window Help =
Back #[
:U"-,'\-'-_‘;Id ”] FAT\{\ORlT[S A
Enclosing Folder #wt ||L= A” M Fls
El All My Files i+ #F [ Desktop
i Documents {+#0 51 Documents
I Desktop {+#D &) Downloads
& Downloads L = Movies
& Home {+3#H JJ Music
= Computer {+3C (&) Pictures
™ Network 38K
| Applications T 3A |
S Utilities 4 ¥U
Recent Folders »
Go to Folder... G
Connect to Server... #K

Messages

LN\
[} .
W: =

Photo Booth

\‘ s

Preview

Safari Stickies
©®
‘vv - =

Time Machine Utilities

Q
Mission Control Notes
QuickTime Player Reminders
/
System Preferences TextEdit

2. Under the “Other” category. Locate and click on “Java”.

800 System Preferences
<> (Fowni ] G —
Personal
L3 FANS
o
General Desktop & Dock Mission Notifications  Language Security Spotlight
Screen Saver Control & Text & Privacy
Hardware
‘-‘ E= ¢
>y - u = S = W
CDs & DVDs Displays Energy Keyboard Mouse Trackpad Print & Scan Sound
Saver
-5_[
Ink
Internet & Wireless
4 @ @& 0 @
iCloud Mail, Contacts Network Bluetooth Sharing
& Calendars
System
gn} =
K »Hh ¢ @ § @
Users & Parental Date & Time Software Speech Time Machine Accessibility Startup Disk
Groups Controls Update
Other
S5
Java
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3. Onthe “Java Control Panel”, select the “Security” tab.
8 00 Java Control Panel

(7 HEI Update | Java | Security | Advanced |

About
View version information about Java Control Panel.

~ About... |
Network Settings

Network settings are used when making Internet connections. By default, Java
will use the network settings in your web browser. Only advanced users should
modify these settings.

| MNetwork Settings... |
Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick
execution later. Only advanced users should delete files or modify these
settings.

| Settings... | |  view.. |

Java in the browser is enabled.  See the Security tab

OK | Cancel | Apply

4. Click on “Edit Site List...” under Exception Site List and Click on the “Add” button.

800 Java Control Panel
| General =~ Update | Java m Advanced |
(¥ Enable Java content in the browser enn Exception Site List
Security Level
A Very High Applications launched from the sites listed below will be allowed to run after
- the appropriate security prompts.
Click Add to add an item to this list.

[ High (minimum recommended)

- Medium

Java applications identified by a certificate from a trusted authority will be
allowed to run.

Exception Site List
Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts.

Click Edit Site List.
to add items to this list.

Remove

‘s FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

[ oK | Cancel |

| Restore Security Prompts | | Manage Certificates... |

OK | Cancel | Apply

5. Onthe selectable open field, type in https://web.childrensmn.org EXACTLY. And click “Add” again.

800 Exception Site List

Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts.
Location

Ihtips 7 /web childrensmn.org |

Add | Remove
Uy FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.
[ oK | | cCancel |

6. Click “OK” to exit the Exception Site List. And click “OK” again to exit the “Java Control Panel”.
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1. Open “Safari” and go to https://web.childrensmn.org/

Safari Security Settings

2. Atthe “Children’s Secure Access — Sign In” page, please fill out all fields accordingly:

e Username — Children’s provided username
e Password — Children’s password

e Security Code (if applicable) — Six digit token code from your VIP Access App

Click on the “Login” button.
Children's Secure Access - Sign In

Security and Privacy Statement

Username
For basic access, enter only your
Password Children's Username and Password.
TOKE.HCO'?E If you have a SecurlD Token, you may
(Opticnal) include your Tokencode for additional
access.

Children's Secure Access Instructions

Important Note: The page may hang on “Loading Components...” or login, but this step is required

3. Go to “Safari” on the upper left corner and then click on “Preferences”.

Edit View History Bookmarks Window Help
- )8) t Sarlri Logol
E mi Extensions...
_ﬁ'c?—[ Preferences... 3%, FMaps YouTube Wikipedia News ¥ Popul:

Private Browsing...
C Reset Safari...
~— Empty Cache... "C3E

Services I

Hide Safari *H

| HideOthers  3#H Access - Session Ended

Quit Safari €0
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4. Locate and click on “Security” tab.
e 0o General

(4 O w7 ¢ |S|ld & g

Appearance Bookmarks Tabs AutoFill P dsf] Security |Privacy Extensions Advanced

Default web browser: | & Safari 3
Default search engine: | Google =
New windows open with: | Homepage =

New tabs open with: | Top Sites =)

Homepage: [ http://www.apple.com/startpage/

| Set to Current Page |

5. Make sure “Block pop-up windows” is unchecked and click on “Manage Website Settings...”
Note: “Manage Website Settings...” option is only available on Safari 7 or above.
®enon Security
N AN == O I

General Tabs AutoFill Passwords |Security | Privacy Notifications Extensions Advanced

Fraudulent sites: (¥ Warn when visiting a fraudulent website

Web content: @ Enable JavaScript
I || Block pop-up windows I

Internet plug-ins: (M Allow Plug-insl| Manage Website Settings... ll (2)

6. On the next window, click on “Java” on the left side panel.

Adobe Flash Player

12

Version 12.0

Java
i 5 : Allow websites to use this plug-in with the settings below:
Citrix online plug-in

Configured Websites

ar

3 web.childrensmn.org Ask

QuickTime

Version 7

When visiting other websites: | Ask v |
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7. Then go to “web.childrensmn.org” under “Configured Websites” and change from “Ask” to “Allow
Always” and “Run in Unsafe Mode”.

Java
Allow websites to use this plug-in with the Ask

Block

QuickTime
) ) Configured Websites

Allow
€% web.childrensmn.org 9 v |Allow Always

| Run in Unsafe Mode |

—

When visiting other websites: | Ask

Note: You may get a prompt when you click on “Run in Unsafe Mode”. Just click on “Trust”.

Are you sure you want to trust all
websites to run “Java” in unsafe mode?

e
_‘@ Plug-ins running in unsafe mode can access your
personal documents and data.

7 | Trust I[ Cancel ]

8. Click on “Done” and close out of “Preferences”. You will have to restart Safari to insure that the settings
take change.

9. Close out or restart Safari and go back to https://web.childrensmn.org and sign in.

10. During the “Loading Components...” or Host Checker page, you will get several prompts:
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a. Check the option to not show again and click “Run”.

7

Do you want to run this application?

Name: Juniper Setup Applet

‘:E') Publisher: Juniper Networks, Inc.

e
Location: https:/ /web.childrensmn.org
This application will run with unrestricted access which may put your

computer and personal information at risk. Run this application only if you
trust the location and publisher above.

[ | Do not shew this again for apps fram the publisher and location above

6 Mare Information [ Run ] | Cancel |

b. Check the box “Do not show this again for this app and web site” and click “Allow”.
Security Warning

m Allow access to the following application from

! I Web Site: https: f /web.childrensmn.org

Application: Juniper Setup Applet

Publisher:  Juniper Networks, Inc.

This web site is requesting access and control of the Java application shown abowve. Allo

|I | Do not show this again for this app and web site.l

! | More information | Allow || Do Not Allow |

c. Click on “Always”.
@) ('\ N

Setup Control - Warning

Do you want to download, install, and/or execute software
from the following server?

Product Name: HostChecker
Software Name: HostCheckerinstaller.osx
Server Name: web.childrensmn.org

| Always | || Yes ) L No |

Note: These window messages will occur only one time until your cookies are clear from
your web browser.

11. Once you have logged into the Secure Access homepage successfully, check links and options to be sure
they are accessible. You may return back to the Safari preferences and change web.childrensmn.org to
“Run in Safe Mode” at this time if all of your links are operational (Refer back to step 4 of Safari Settings).

If you have any questions or concerns,
Please contact Children’s Help Desk at 651-855-2500 for further assistance. (24/7 Operations)
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